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1. WPKI

4 Introduce PKI

O Service Flow

O Application Area
Q Why WPK?

O Mobile Banking
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LDAP v3 :
ﬁ Publish certificate ﬁ X.509 v3 certificate  :  :
> WTLS certificate P
LDAP V3 _ P ﬁ?g.so. T Rws
Directory server : Zr

ontents Provider

| oMp
‘ (Certificate Management . . =2 128bit SSL
Protocal) X
Certification Authority Registration Authority
=« X.509 V3 certificate = User registration : ECertificate/ Certificate URL
= WTLS certificate - Certificates management:

n Short—llxed certificate . Wireless Interface

Al Key Generation System (KGS)
= Key generation
= Smart Card Interface
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Issuing Certificate

WPKI client download

()

Telco

1. Request for subscribing

2. Request for certificate ]‘Er
el

3. Issuing certificate

@ digital signing
with wireless certificate

Service provider

@ request for digita sgn

@ Verification
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\v/
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*Stock Trading *Portal *e-government *Groupware
*Mobile Banking *Shopping *Civil Service * Access authority
e|nsurance * Ticketing *Procurement *|ntranet

*Mobile payment *B2B  Authentication
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No pain with WPKI

The Same security level with PKI Digital signing and encryption

— if you already have the cyber law, — to verity the identify on the wireless

everything is prepared. environment
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2. Introducing Digital Document Service

O Era of Digital Document
O World Today (1)
O World Today (2)
O World Today (3)
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Traditional Paper Document to Digital Document

;= «

Paper Document Age

Time of Transition

r

« Exchange by hands (mail
personal delivery)

Lervice or

«Cos to store doouments and can be
acd dentally damaged by fire

« Difficult to search for a certain document
from alarge document repository

« Paper document = It prowes that it is the
origina

« The time of changesin keeping documents
and information.

« Using and keeping both traditional paper
documentsand new digital documents

« Digital document =isit original ?

How can you prove

;= «

Digital Document Age

=

that itisthe orignaX

e e

« Build fundamental service environment to

build the Paperless work environment
« Promote the use of digital document

« Promote the handling and exchange of
digita document

« Digita Doaument = Introduce a way to
prove that it can prow itself as it is the
original and unchanged.

Enact Law and Regulation to Accept Digital Document

% Digital document is now protected with its effectiveness by the law
(Electronic Trade Act, March 2005 Amendment)

Build Government Licensed Trusted Document Authority -
Reduce costs of running the traditional paper document repository

Wireless Security
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o Surety, LLC has introduce electronic document seal service (Secure Seal), and electronic
USA notary service (DNS, Digital Notary Service).

« The U.S market for keeping the originality(the stor ing) of document, and digital notary
service(prove unchanged) was between USD 4~5 billio n

o Ministry of Commerce, Industry and Energy has took the lead to establish necessary
regulations and laws to build the Government Licens ed Trusted Digital (Document)
South Korea Authority to replace traditional paper documents.

« A government authority, Korea International Trade A  ssociation(KITA) has been assigned to
build and operate Trusted Document Authority. It is now preparing the service to general
corporations, banks, financial groups and governmen t.
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eTrade is a part of the Korea eGovemment 31 Promotion Projects

Construct Trusted
eCommerce IT Strength of Government
Promote fast and safe commercial

activities by using the Internet World Leader /

eTrade Korea
< / Establish necessary

Law and Regulation
Innovate the Traditional
Work Process

e Reform to eGov / Increase International

Sep 04 - Release the Second
July 03. - Formed the Promotion Plan by the
Government e Trade Committee

Government eTrade Committee

Dec 03 - Conclude Future
Model by BPR/ISP
2003 / 2004

WWWWWAWWAWW

WWWW»

Dec 03 - Enact “Three year -
. e 'Dec 04 - Test Service Started -
promotion plan for eTrade” by the :
) Trusted Document Authority
Government e Trade Committee .
for eTrade Service

Aug 03 - Select the e Trade

Service as a part of the e Gov
Prom otion

Wireless Security
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3. Trusted Document Athority

Concept & Design
General Features

Originality of Document / How to use

Q

Q

Q

O How to verify theoriginality

O Digitalization of paper documents/ Proveoriginality
Q

Value Added Solution
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(" FileGuard ) I 4 T-- Expor/ 4--
R i i \ Import/
Authorit
» Encrypt & decrypt major files and
folder of the user PC I— Digital Security
« Send and receive Secure eMail Notary Management « Transmit/receive Blectronic

between users (SSO/EAM) Document

- Trusted Document Authority

—_ Service

Digital Document

_ [ Digitalizing -

(Scanning)

Paper Document
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General Features

What has to be provided - Fundamental Services of
Government Licensed Trusted Document Authority

SafelStorage SECUNtYContro

Access right Control

Transmit/receive and Create Certificate

Register Confirm g
A Issue/Reissue | |

Status Control Certificate
! System Control

Search
H Verify Certificate
|

| | Schedule Control
1 Update Certificate
Record Control : _
Revoke Certificate

Transfer/Dispose Interconnect w ith -
external system Manage Certificate

Examine and maintain the originality of digital document from
theeach functiona step of Trusted Document Authority
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O The acquisition system will obtain the meta data and original document from the document writer

O The acquisition system will capsulate and store the original document, meta data and authentication information.
The system will transmit such capsulated information to the storage system.

O The acquisition system will extract necessary technical information from the meta data, and it will transmit to
data manage ment object.

O Users will use technical information retrieved from the archive DB and access tools to retrieve and request
information.

U The find/read and reproducing system will search and provide for what user wants see

CliEntE [REPESILOTY,

/ Archive Management \

o Data Management o
: e q . g ~ Vi ar | Request } Qﬁ
et » Acquire R
s o /vReproduce > .
I Store and Maintain — Respond I

Access Control(SSO/EAM)

System Operation Management
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» Capsulate Authentication Info and Stored Document

O Additional authentication info will be added on each following steps such as Acquire, Store and Maintain, View or
Reproduce

«Acquire : Authentication Info to prove that you have acquired correct information from the right person
«Store and Maintain : Authentication Info to prove the originality of document

«View or Reproduce : Authentication info to prove that the reproduction has made following to the
procedures and regulations, therefore the reproduced document shall have same effect as with the original

document.
DECUTENt REPESILOTY, /I A 3rd person) Metadata (modified)
Document
/ Archive Management Metadata
» 'l/ 1/
Datp. Management d t
: L l! —» Acquire / > T Viewor |« -/ -
‘ q V R Reproduce |— Authentication Info
' Store and Maintain
Access Control(SSO/EAM) , Originality Info
\—— System Operation Management / Copy of originality Info
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» Digitalizing Procedure

clocurnert
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Paper Document

L 4 .
L .
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Digitalize s this scanned Create
paper satisfied?

Manag

Digital Document

Initialize
Production

L 4
-
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Concerns for Digitalizing(Scanning) Paper Document

| Plan 1

4

« Each bank scan its docs before they send
these infoto Trusted Document Authority

-

« Someone from Trusted Document Authority
hasto superv se the scanning
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VS
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Trusted Document
Authority
Operation Committee

J

-

« Get paper docsfromeach bank, scan the
docs by Trusted Document Authority

much work to do.

« Trusted Document Authority may have too

Copyright © 2006 dreamsecurity. All right reserved.




DREAM

SECURITY

Digital Trust

3. Korea e-government

0 G4C service(government for citizen)

Wireless Security - - Copyright © 2006 dreamsecurity. All right reserved.



DREAM

SECURITY

Digital Trust

§ Korea @Govern ment

- egov.go.kr
['o optimize the efficiencyand productiaty of administration;

to provide a promnipt and guatity adminstratne serice for cizens

e-Government One-stop window Information Sharing System Infrastructure Building &
Bsaidrrhnr?muﬂimﬂs!u:drﬁm Application
real estate, vehide Inessa R By e
Citizens can have aservice guide, maintained by & [Ministryof Enhanced legeslation, joint digital
mq.mtas&:?i:ﬁafﬂgmmsulm Gﬂhﬂmﬁcﬂd ] &T&Hunﬁﬂlars certiication, digital payment and
at home ease. in retrudion & Transportation, standard electronic te foronline
s Suprerne Court and Natiora Tax Service|, s
X JL are shared mr‘@ﬂ'ﬁagemiﬁ JL 5
Resident & roges | =
Famity Consansus Register Real Estate Vihvica Business Nahonal & Local Taxes
5 Major Civil Services
Ha_ L and Registar/ il
N orstruckon Corporate Registration
Vehsoles/
Consiruchon Machirery

Linking of Existing Systems
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