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� Introduce PKI

� Service Flow

� Application Area

� Why WPKI?

� Mobile Banking

1. WPKI
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Introduce WPKIIntroduce WPKI

Certification Authority

� X.509 v3 certificate
� WTLS certificate
� Short-lived certificate

Wired & Wireless Client

Certificate / Certificate URL

CMP
(Certificate Management

Protocol)

Publish certificate

LDAP v3

128bit SSL

Key Generation System (KGS)

� Key generation
� Smart Card Interface

Contents Provider

Directory server

LDAP v3

WTLS certificate

X.509 v3 certificate

WTLSX.509

Registration Authority

� User registration
� Certificates management

� Wireless Interface
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user WCA

1. Request for subscribing

3. Issuing certificate

2. Request for certificate

WPKI client download

Service provider

Issuing Certificate

①①①① request for digital sign②②②② digital signing 
with wireless certificate

③③③③ Verification

WPKI Service

Telco

Service FlowService Flow
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•Stock Trading
•Mobile Banking
• Insurance
•Mobile payment

•e-government
•Civil Service
•Procurement
•Authentication

•Portal
•Shopping
•Ticketing
•B2B

•Groupware
•Access authority
• Intranet

FinanceFinanceFinance CommerceCommerceCommerce PublicPublicPublic EnterpriseEnterpriseEnterprise

Application AreaApplication Area

MMobile Securityobile Security
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Why WPKI?Why WPKI?

No pain with WPKI 

The Same security level with PKI

→ if you already have the cyber law, 

everything is prepared.

Legal Point of View Service Point of View 

Digital signing and encryption

→ to verity the identify on the wireless 

environment
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BTS PDSN/IWFMSC 

SMS server

Update Server

Connect

HOST

SMSC

Off-line transaction

IrFM

CD/ATMDongle

512K

56K

L2 
Switch

Firew all

IDS IDS

Mobile 
Server

BSC  

Operator PC

WAP G/W

Telco Network Bank internal System

Office

Card Issuer System 

On-line transaction 

Handset
( Having IC Chip )

Data

Mobile BankingMobile Banking
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2. Introducing Digital Document Service

� Era of Digital Document 

� World Today (1)

� World Today (2)

� World Today (3)
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Era of Digital DocumentEra of Digital Document

• Exchange by hands (mail service or 

personal delivery)

• Cost to store documents and can be 

accidentally damaged by fire

• Difficult to search for a certain document 

from a large document repository 

• Paper document = It proves that it is the 

original 

Paper Document AgePaper Document Age Time of TransitionTime of Transition

• Build fundamental service environment to 

build the Paperless work environment

• Promote the use of digital document 

• Promote the handling and exchange of 

digital document

• Digital Document = Introduce a way to 

prove that it can prove itself as it is the 

original and unchanged.

Digital Document AgeDigital Document Age

Enact Law and Regulation to Accept Digital DocumentEnact Law and Regulation to Accept Digital DocumentEnact Law and Regulation to Accept Digital DocumentEnact Law and Regulation to Accept Digital Document

How can you prove 
that it is the original ?

Traditional Paper Document to Digital Document

Build Government Licensed Trusted Document AuthorityTrusted Document AuthorityTrusted Document AuthorityTrusted Document Authority -

Reduce costs of running the traditional paper document repository

• The time of changes in keeping documents 

and information. 

• Using and keeping both traditional paper 

documents and new digital documents

• Digital document = is it original?

※※※※ Digital document is now protected with its effectiveness by the law 
(Electronic Trade Act, March 2005 Amendment)
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World Today (1)World Today (1)

U.S.AU.S.A
• Surety, LLC has introduce electronic document seal service (Secure Seal), and electronic 

notary service (DNS, Digital Notary Service). 

• The U.S market for keeping the originality(the stor ing) of document, and digital notary 
service(prove unchanged) was between USD 4~5 billio n

South KoreaSouth Korea

• Ministry of Commerce, Industry and Energy has took the lead to establish necessary 
regulations and laws to build the Government Licens ed Trusted Digital (Document) 
Authority to replace traditional paper documents.

• A government authority, Korea International Trade A ssociation(KITA) has been assigned to 
build and operate Trusted Document Authority. It is  now preparing the service to general 
corporations, banks, financial groups and governmen t.
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World Today (2)World Today (2)

eTrade is a part of the Korea eGovernment 31 Promotion Projects

History

July 03. - Formed the 
Government eTrade Committee 

Aug 03 - Select the eTrade
Service as a part of the eGov
Promotion

2003200320032003

Dec 03 - Enact “Three year 
promotion plan for eTrade” by the 
Government eTrade Committee

2004200420042004

Dec 03 - Conclude Future 
Model by BPR/ISP 

Sep 04 - Release the Second 
Promotion Plan by the 
Government eTrade Committee

’Dec 04 - Test Service Started -
Trusted Document Authority 
for eTrade Service

2005200520052005

World Leader
eTrade Korea

Promote fast and safe commercial 
activities by using the Internet

Construct Trusted 
eCommerce

Innovate the Traditional 
Work Process 

Establish necessary 
Law and Regulation 

Reform to eGov / Increase International 
IT Strength of Government 
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Future Model for eCommerce

Service 
Area

Infrastructure

Framework
for 

eCommerce
물류 / 통관

Single 
Window

Gateway 
Interface 

Web Services
Interface 

Single Sign On

Business Process

eCommerce Service

Security and Authority 

eCommerce Components

Market ResearchMarket Research Business Consulting 
/ Contract 

Business Consulting 
/ Contract 

Foreign Currency / 
Payment

Foreign Currency / 
Payment

Distribution/ 
Custom

Distribution/ 
Custom

Network Security Document Security DRM 2D Barcode SSO Access Control

Mail Box 
Monitorin
g/ Trace

BPMS

Message 

eCommerce Interconnection

Safe keep 
eDocument

INDEX

Document

User Info
Doc Serial Num ber

Transmit record

Notar y
Registratio

n

Deliver y

Dispose

E-Notar y
Document

Trusted Document Authority

Distribution Banks

Custom

Chamber 
of 

Commer
ce & 

Industry
Import/
export

Insurance

National 
Tax

ebXML

Standard
eDocument

Trade 
Firms

Distribution of eDocument

User

eCommerce
Portal
Users

Trade
Firms

Gov.
Offices

WEB

Legacy

eCommerce 
S/W

VAN / 
Broadband

Mobile

Connected
Offices

Banks

Distribution 
Serv ice

Foreign 
Trade Office

Customs
Serv ice

XML 
EDI

XML 
EDI

XML 
EDI

XML 
EDI

�Internati onal Trade
�Connect with 
foreign countries 

Foreign Office…

Global
Connection

Foreign Currency/Payment Distribution/Custom
DB

World Today (3) - Korea Digital Document ServiceWorld Today (3) - Korea Digital Document Service

� Buyer Info
� Trade Info

�Digital Certificate
�CRL

Info

Provider Research
Company

Government
Licensed 

Certification
Licensed CA

DB

Internet-
based 

Protocol

VAN/EDI 
Protocol 

Tele GatewayInterconnection
I/F

Web 
Service
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3. Trusted Document Athority

� Concept & Design 

� General Features

� Originality of Document / How to use

� How to verify the originality 

� Digitalization of paper documents / Prove originality

� Value Added Solution
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Concept and DesignConcept and Design

Client TM
Banks

Customs
Offices

National
Tax

Export/
Import

Authority

Insurance

ebXML Gateway System
I/F

Web Services

Standard
eDocument

Trade
Firms

• Transmit/receive Electronic 

Document

- Trusted Document Authority 

Service

Client

Client

File Guard

File Guard

File Guard

Digitalizing
(Scanning)

--
---
--

--
---
--

--
---
--

Paper Document

• Encrypt & decrypt major files and 

folder of the user PC 

• Send and receive Secure eMail

between users

Transit 
Document

Digital 
Notary

Trusted Document Authority

Secure eMail

Security 
Management
(SSO/EAM)

Authenticate & Store 
Digital Document

Authenticate & Store 
Digital Document
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General FeaturesGeneral Features

What has to be provided - Fundamental Services of 

Government Licensed Trusted Document Authority 

Safe StorageSafe Storage Exchange ServiceExchange Service Notary ServiceNotary Service Security ControlSecurity Control

Register

Search

View

Transfer/Dispose

송수신 및 확인

상태관리

일정관리

이력관리

(외부)시스템 연계

Transmit/receive and 
Confirm

Status Control 

Schedule Control

Record Control

Interconnect w ith 
external system 

Create Certif icate

Issue/Reissue 
Certif icate

Verify Certif icate

Update Certif icate

Revoke Certif icate

Manage Certif icate

Access right Control

System Control

Examine and maintain the originality of digital document from 
the each functional step of Trusted Document Authority
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Originality of Document/ How to use Originality of Document/ How to use 

� The acquisition system will obtain the meta data and original document from the document writer 

� The acquisition system will capsulate and store the original document, meta data and authentication information. 

The system will transmit such capsulated information to the storage system.

� The acquisition system will extract necessary technical information from the meta data, and it will transmit to 

data management object.

� Users will use technical information retrieved from the archive DB and access tools to retrieve and request 

information. 

� The find/read and reproducing system will search and provide for what user wants see

ClientClient A 3rd personA 3rd personRepositoryRepository

Archive Management

Acquire View or 
Reproduce

Access Control(SSO/EAM)

System Operation Management

Respond

RequestData Management

Store and Maintain



Copyright ⓒ 2006 dreamsecurity. All right reserved.- 17 -Wireless Security

How to verify the originalityHow to verify the originality

▶ Capsulate Authentication Info and Stored Document

� Additional authentication info will be added on each following steps such as Acquire, Store and Maintain, View or 

Reproduce 

•Acquire : Authentication Info to prove that you have acquired correct information from the right person 

•Store and Maintain : Authentication Info to prove the originality of document

•View or Reproduce : Authentication info to prove that the reproduction has made following to the 

procedures and regulations, therefore the reproduced document shall have same effect as with the original 

document.

Document

Metadata (modified)

Originality Info

Metadata

document

Authentication Info 

ClientClient A 3rd personA 3rd personDocument RepositoryDocument Repository

Archive Management

Acquire View or 
Reproduce

Access Control(SSO/EAM)

System Operation Management

Data Management

Store and Maintain

√√√√√√√√ √√√√√√√√
√√√√√√√√

Copy of originality Info

√√√√√√√√
√√√√√√√√
√√√√√√√√
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Digitalization of paper document / Prove originalityDigitalization of paper document / Prove originality

▶ Digitalizing Procedure

Digitalize 
Paper Document

Scan 
the paper

Is this scanned 
paper satisfied?

Create 
Digital Document

Initialize 
Production

Serial Number
Interconnection 

Info

ManagementYes

Trusted Document 
Authority

Operation Committee

+

√√√√√√√√ ②②②②②②②②

√√√√√√√√ ③③③③③③③③

Plan 1

• Each bank scan its docs before they send 
these info to Trusted Document Authority

• Someone from Trusted Document Authority 
has to supervise the scanning 

Plan 2

• Get paper docs from each bank, scan the 
docs by Trusted Document Authority

• Trusted Document Authority may have too 
much work to do. 

Check Point

√√√√√√√√ ①①①①①①①①

Concerns for Digitalizing(Scanning) Paper Document
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3. Korea e-government

� G4C service(government for citizen)
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G4CG4C


