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EE--stoniastonia??

Population: 1.35M
Internet usage: 54%
Internet banking: 72%
Mobile penetration: 92%
1000+ Free Internet Access points

PKI penetration: >67%
Biggest national eID card roll-out in Europe !



IDID--card Projectcard Project

Started in 1997
Law on personal identification documents: 
Feb, 1999
Digital Signature Act: March, 2000
Government accepted plan for launching ID-
card: May, 2000
First card issued: Jan 28, 2002
May 2006: >850 000 active cards



The CardThe Card

“Compulsory” 
for all residents

Contains:
− Personal data file
− Certificate for authentication 

(along with e-mail address 
Forename.Surname@eesti.ee)

− Certificate for digital signature



Digital Signature Digital Signature -- conceptsconcepts

Public sector is obliged to accept 
digitally signed documents
Digital signature is universal
− Open user group
− Any relation – government, business, private

Focus on document concept
− Equivalent to what we are doing on paper

Innumerable quantity of “applications”



Digitally signed documentDigitally signed document

Fortunately enough, there is commonly accepted 
format of digitally signed documents in Estonia 
(DigiDoc – with extension .ddoc)

It is impossible to convert digital signature from 
one format to another
− Signature value depends on content
− Signature can be created only by owner of a private key



Document formatDocument format

Based on XML-DSIG standard
Contains subset of ETSI TS 101 903 
(XAdES) extensions
−Place, time and of signature
−Role of signature holder
−Validity confirmation and certificate of 

OCSP responder



Document format (2)Document format (2)

Multiple original documents can be signed at 
once
Original document can be embedded or 
detached
Original document can be XML or any 
binary format
Multiple signatures are supported
Just one validity confirmation per signature



Document format (3)Document format (3)

Signature
Certificate
of signer

Validity
confirmation

Certificate
of respon der

Original files



DigiDocDigiDoc –– not just a document not just a document 
format!format!

DigiDoc is environment for providing digitally 
signed documents
Contains:
− Document format
− WWW-portal for creating and verifying digital 

signatures
− Client applications
− Programming libraries

Distributed as a free system



DigiDocDigiDoc ArchitectureArchitecture

DigiDoc-library (Win32/Unix/C/Java)     CSP
PKCS#11

OCSP

XML ID card

Win32 
Client

DigiDoc 
portal

Application

COM-library WebService

ApplicationApplication



DigiDocDigiDoc PortalPortal

Simple WWW-application for everyone:
−Downloading/uploading of document
−Signing documents
−Sending document to another portal user
−Verification



DigiDocDigiDoc ClientClient

Provides the same functionality as portal
− Signing and obtaining validity confirmation

− Verification of signed document

Does not require uploading document to 
some server
Tested with Estonian, Finnish and Belgium 
national ID-cards



DigiDocDigiDoc librarieslibraries

Signing through PKCS#11 and CSP
Handling of validity confirmation
Handling of XML document
Verification
Encryption/decryption

Win32/Unix, C code
DLL & COM under Windows
Java implementation
Distributed under LGPL terms

DigiDoc library (Win32/Unix)
CSP/PKCS#11

OCSP XML ID card



DigiDocServiceDigiDocService

Simple SOAP-based protocol
− “I have a file here, make it signed”
− “I have got a signed file. What’s inside it?”

Best for integration of digital signature handling 
capability – libraries a changing rapidly, the 
protocol remains more stable

Especially is designed for web-applications, but 
not only

User´s 
computer

HTTPS

SOAP
(XML/HTTPS)

Appication provider DigiDoc Service Validity confirmation 
service

OCSP



DigiDocService(2)DigiDocService(2)

Platform independent – SOAP protocol is used

Easy integration
− Demo application and thin client library for Java
− Demo application and thin client library for PHP

Platform independent for end-user
− Includes ActiveX add-on  for Internet Explorer
− Includes Java Applet for Mozilla/Firefox

No need to worry about library updates



What to choose?What to choose?

Usually DigiDocService is the best solution 
for WWW based systems
For complex systems there may be a need 
for libraries (for example for encryption/
decryption)
For verification only and data file extracting 
the integration of libraries may be the 
optimal solution



What kind of systems need What kind of systems need 
digital signing functionality?digital signing functionality?

Some examples of applications:
− Internet banking
− Document management systems
− E-services: signing contracts, applications, 

orders and etc
− Book-keeping software
− E-voting and gallup systems
− …

80% of systems are web-based



Different integration levelsDifferent integration levels

No integration - Digital signatures are 
created and verified by using DigiDoc Client 
or WWW portal.
Integration for verification only
Signing and verification both are 
implemented



Current situation in EstoniaCurrent situation in Estonia

Almost all document management systems 
support digital signing and digital signature 
verification
All governmental institutions (should) accept 
digitally signed files, but only few of them have 
integrated signing into their systems
Some banks allow to sign payment orders
Signing contracts on e-services are getting day by 
day more popular
I-voting in October 2005 (municipal government 
elections)



Hot topics inHot topics in EstoniaEstonia

Achieving the digital signatures 
interoperability within Europe is a big 
challenge
Usually there are no rules for archiving 
electronic documents 
Legislation of company signatures (so called 
digital stamps) is in progress
Soon it should be possible to create a 
qualified signature by mobile phone



MoraleMorale

PKI stands for Public Key Infrastructure
There are no services nor applications 
before The Infrastructure is built
−Roads generate no benefit, transportation 

does
−People do not buy cars unless there are 

roads

Infrastructure first



Additional informationAdditional information

DigiDoc contsepts: www.openxades.org
DigiDoc technology: www.sk.ee
ID-card practices: www.id.ee
Govermental e-services: www.eesti.ee

Contact point:
urmo@sk.ee



Thank You!Thank You!


