APPROACHES TO DESIGNING PROTECTED ARCHIVES BASED ON SECRET DIVISION

V.V. Kruchinin, A.A. Shelupanov

Introduction

         The secret division principle implies division of information into parts between the participants so that only this group could reconstruct the secret and no other group could do the same [1]. Applying this approach to relational databases leads to the division of relation tables in two parts: a code table and a set of domains. The code table contains tuples codes derived from attribute values numbers that are stored in domains. Let’s have a more precise look at this idea. A number can be assigned with each Cartesian product of sets of  n degree, and this number, instead of the tuple, can be stored in the database. The mapping for this looks as follows:
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Thus, bijective mapping of F defines identification algorithm of Cartesian product tuple. 
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, D – is description of sets of Cartesian product 
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 mapping defines an  algorithm of the tuple value generation according to the number.: 


[image: image12.wmf])

,

Generate(

num

D

a

=

,

where 
[image: image13.wmf]n

A

A

A

a

´

´

´

Î

...

2

1

, 
[image: image14.wmf]n

N

num

Î

, D is the description of sets. Then the ratio 
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 can identically be represented by a subset of integral numbers 
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Using the Rank and Generate algorithms, the following database structure can be provided (Fig. 1). When entering tuple into database, the Rank algorithm is used, which assigns a number to the tuple. This number is then stored in the database. When sampling data from the database, the Generate algorithm is used, it extracts tuple according to the number specified. An important element is the description of Cartesian product of sets D.  Let’s have a closer look at the ways of D organization -- algorithms Rank and Generate .
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Fig. 1. Database structure description

1. Implementation mechanism

Let’s consider the method of describing sets of domain values D, identification algorithm Rank and generation algorithm Generate . It is suggested to use trees AND/OR [2] as a tool. The AND/OR tree derivation rules are as follows:

1. If any set is divided into n sets 
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, then this division can be represented by OR node. The following condition must be observed in this case: 
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2.If the desired set is the combination of elements from n sets, then this transformation is represented by AND-node. In this case the condition (1) is not required, as the combination must be unique. 


The leaves of this tree are elements or sets which are not divided. With this two rules one can derive AND/OR trees for the description of different classes of sets.




AND/OR tree variant will be a tree derived from the one already built via truncation of all links except one from all OR nodes. The variant root will be AND/OR tree root. Fig. 2 shows an example of AND-OR tree and all its variants. 
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Fig. 2. AND/OR tree and all its variants

If the tree describes a certain set, then its variant describes one element of the set.


Then the total number of variants in the tree (or the set power) can be calculated with the formula:
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where z – is the tree node under study; {
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} – set of node sons z; n – number of sons.

Knowing 
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 for each node, we can suggest the following algorithm for variant generation (Generate):

1. Tree root is recorded into the variant and entered into the stack 
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 pair is extracted from the stack. If the stack is empty, finish the process.

3. Current node type is defined. If this is AND node, go to step 4, else go to step 5.

4. All sons 
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 of the investigated z node are recorded into the variant V and 
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 is calculated using the expression 
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 and 
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EMBED Equation.3[image: image30.wmf]pairs are entered into stack. 

5. If this is an OR node, then using the following expression: 
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 the only son is defined 
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. The son is recorded into variant V, and  the pair <
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6. Go to step 3.

Analysis of this algorithm shows that time complexity is proportional to the number of nodes that are entered into the stack, hence it is in proportion to the number of nodes included into the variant.  Thus, the number of divisions is equal to the number of sons of all AND nodes of the variant plus the number of additions and comparisons for OR nodes (see expressions 3 and 4).

Theorem.  There is a tree AND-OR D and for each node 
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, where W – is a set of all variants. Let’s show that G mapping is injective, i.e. for 
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. This statement is based on analysis of expressions (3) and (4). Expression (3) assigns to the specified numbers i and j two different number sets for the AND node sons, as there occurs a conversion of numbers i and j into numbers with mixed radix, represented as 
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 for z node. Expression (4) of i and j numbers for the OR node takes two different pairs (k, l), where k is the node number, l – the value 
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. Thus, the Generate algorithm sets an injective mapping 
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 mapping is bijective. 
Let’s build a numbering scheme of the variant for this AND-OR tree. We need to correlate V variant in the D tree and find the corresponding i number. The procedure of correlation is as follows:

Initially V variant root is entered into 
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 stack and D tree root -  into 
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 stack.

If 
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 stack is empty, finish the algorithm work.

The dv variant node is extracted from 
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 stack and d node is extracted from 
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 stack. 

If these are AND nodes then all dv sons are entered into 
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 stack and d sons - into 
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. Go to step 2.

If these are OR nodes, then dv son is searched in the set of d node sons. If coincidence is found, the sons are entered into the stack. Go to step 2.

If dv and d are leaves, they are deleted from stack. 
The number calculation is started from V variant leaves. All leaves of the variant have value 
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When coincidence is found, the following actions are completed:

1. For each AND node z it is calculated 

[image: image54.wmf]))...))

(

)

)(...(

(

)(

(

1

2

2

1

1

-

+

+

=

n

n

z

s

l

s

l

s

l

l

w

w

w


where 
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   2. For each OR node it is calculated 
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where k --  number of coincidence for OR node in D tree, 
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 -  variant number for that son. The number is calculated recursively till tree root is found.  The found number 
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. Thus, we can create the Rank and Generate algorithms for the set represented by AND/OR node.

2. Transformation of attribute-value table into AND-OR tree.

Let’s have a look at AND/OR tree construction for the attribute-value table. As the value 
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 is the combination of elements from 
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 sets, then the tree root will be AND node with n sons, and every i-son corresponds to the 
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 set. Graphic representation of this correspondence is shown on Fig. 3. 
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Fig. 3 Correspondence between table and AND/OR tree.

Total number of value range is calculated with the formula:
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A separate AND-OR tree is built for each 
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set. In general, the following types can be observed:

1. 
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 value range is represented by directory.

2. 
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 value range is represented by numerical interval.

3. 
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 value range is represented by AND-OR tree.

To represent the set of unique objects used in a domain database, a directory is used. The directory consists of two parts: the first part contains numbered unique objects and the second part is a backup and intended for entering new objects.  Correspondence of directory and AND/OR tree is shown on Fig.4. Directory is represented by OR node and all sons are the elements of the directory. Then total number of tree variants (or set elements) equals:
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Fig. 4 Correspondence between directory and AND/OR tree.

To represent a numerical interval, the limits and increment are specified, in this case the set can be represented by AND/OR tree that has OR node as a root and its sons have certain number values from this interval. Graphic representation of this tree is shown on Fig. 5.
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Fig. 5 Tree for the number representation

Then total number of variants (or elements of the set) is:
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 value range may be represented by AND/OR tree. We will review some of the most common examples. If 
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 is a date, it can be represented by the following AND/OR tree (see Fig. 6).
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Fig. 6 AND-OR tree for the date representation

In date description here, the year is represented as a numerical interval. For example, 1950-2050, ∆=1. Then total number of variants can be represented by the formula:
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Attribute “time” can be represented in the same way. 

3. Example of protected archive organization


Let’s view how this approach can be applied to organize an authorization center archive with public key certification history [3]. The structure of this archive is defined by the field attributes stdat complying with certificate standard x.509. They are as follows:

C (country)

L (location)

ST (state or province)

O (organization)

OU (organization unit)

CN (surname. name, patronymic name)

STREET (address)

E (e-mail)

Based on this standard, each authorization center forms its own field attributes. For example, CN field may contain passport data, taxpayer number, pension certificate number, etc. To divide archive into two parts, standard attributes must be represented as AND/OR tree (see Fig. 7).
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Fig. 7. AND/OR tree for certificate attributes

Then the structure of each attribute is studied. If this is C (country) attribute, the corresponding domain can be represented as a simple directory. If this is CN attribute, a certain structure can be set for it. For example, СN ={surname, name, patronymic name, taxpayer number}

Let’s have a detailed study of domains for CN.  There are already large enough directories with names and surnames in the Internet. Thus, for example, one of the biggest USSR name base counts about 8,000 names, surname base about 170,000 names [4]. It is clear that the number of patronymic names will not exceed the number of names. This means that domains sizes are not too big. Suppose domain power increases by 5% per year, then 8,000, 8,000, 170,000 additional entries should be reserved for domains of names, patronymic names and surnames correspondingly. Then total number of tuples will be:
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The same situation is observed for addresses: city, street, building, postal code.

Domain powers will be measured 
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where n – total number of domains, 
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Then, taking into account the aforesaid: 
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In this case, 100 bytes in byte decimal notation are required to present a tuple code generated by the Rank algorithm, 50 bytes in binary-coded decimal system or 333-bit number.

Thus, if a database has 
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 tuples, its volume will not exceed 
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Fig. 8. Archive structure

4. Generalized archive structure


Generalized archive structure is shown on Fig. 8.

Main modules and subsystems:

1) certificate input subsystem – provides certificate fields input;

2) search subsystem – provides context search through archive; 

3) domain control subsystem – provides search and input of specified field values;

4) Rank module provides number (code) generation for the certificate;

5) Generate module assigns to the generated number (code) corresponding certificate tuple in the database;

6) 
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 - index file for search;

7) Base – database storing tuples codes;

8) D(K) – domain storing K (C,L,ST,O,OU,CN) attribute values;

9) 
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– certificate tuple;

10)  
[image: image90.wmf]i

num

– certificate code;

Let’s analyze the system work according to the generalized scheme presented on Fig. 8. The procedure of certificate entry into the archive is the following: certificate field values are filled in the input system Then the Rank module is called, which builds the variant and performs search for the corresponding field values in the domain in accordance with the variant numbering algorithm. If the value is found in the domain, the corresponding number is returned into Rank, otherwise this value is entered into the domain and then its number is returned into Rank. Certificate code is formed from certificate field numbers derived. If there is no such code, the code is entered into the Base database and entries are maid into the index files according to the keys.

Search subsystem is organized in the following way. A subset is derived from the set of certificate attributes, this subset is used to generate index files and store the links to certificate codes in the Base database. To view certificate filed values, the numi certificate code is transferred into the Generate module which receives certificate according to the variant generation algorithm in AND/OR tree. 

Domain control subsystem provides management of domains that are represented as directories. For example, name directory, surname directory, organizations directory, cities directory, street names directory. To generate the certificate code, fixed size of the directory should be known, thus, the size must be set using the expression:

<directory size>=<current size>+k* <number of new per year>.

where k is the number of years of expected active archive usage.

Domain control subsystem can be distributed and implemented on the federal level. An individual organization may be responsible for each domain providing effective domain management.

General conclusion

This approach to archive design provides:

1. Creating conditions for increased protection level, as the certificate information is divided into two parts with each part denying access to the certificate.

2. Economic benefit due to the database size reduction, as the most part of the information is stored in domains.
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